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1
Decision/action requested

Approve the solution pCR as a candidate to address KI#1 Authentication for access to specific Network Slices
2
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3
Rationale

This contribution addresses the key issue #1 Authentication for access to specific Network Slices. 

A solution is presented for the registration procedure between UE and the network when slice authentication is performed. The procedure is based on the registration procedure in TS23.502. 

The slice authentication is performed between a UE and an AAA server, which may reside in the PLMN domain or outside the PLMN domain. It is based on subscription identifiers that are different from SUPI, e.g. DN subscription identifiers or user ID at registered at DN. 

The slice authentication is based on EAP framework, where SEAF/AMF takes the role of Authenticator. Various EAP methods are supported and can be negotiated uder the EAP framework.   
4
Detailed proposal

pCR 
***
BEGINNING of 1st CHANGES
***
7.x
Solution #x Slice Authentication

7.x.1
Introduction

This solution addresses the Key Issue #1 Authentication for access to specific Network Slices. 

The slice authentication is performed between a UE and an AAA server, which may reside in the PLMN domain or outside the PLMN domain. It is based on subscription identifiers that are different from SUPI, e.g. DN subscription identifiers or user ID registered at DN. 

The slice authentication is performed after Primary Authentication and based on the EAP framework, where SEAF/AMF takes the role of the Authenticator. Various EAP methods are supported and can be negotiated between the UE and the AAA server, following the EAP framework as described in RFC 3748 [x1].   

7.x.2
Solution details

This solution presents the registration procedure between UE and the network when slice authentication is performed. A general overview is shown in Figure 7.x.1. The procedure is based on the registration procedure in TS23.502. 
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Figure 7.x.1 Registration overview when slice authentication is performed
Steps 1 and 2 are similar to the registration steps 1-20 in TS23.502 [4], where it is ensure that the UE and the PLMN are mutual authenticated based on Primary Authentication.  The user subscription ID for slice authentication can be included in the N2 messages exchanged with the AMF. In case the UE has valid security context, the primary authentication is skipped. 

Step 3: AMF obtains the subscription information of the user from UDM, which provides nessesory information to AMF in case slice authentication is required. 

Step 4: Slice authentication is performed and AMF should make sure the link between AMF and AAA server is established. The link can be routed through a Slice Authentication Asssitance Function (SAAF), as illustrated in the figure. 

The slice authentication is based on the EAP framework, where AMF/SEAF takes the role of Authenticator. Various EAP methods can be supported and UE can negotiate with AAA server on the EAP method based on RFC 3748. The number of messages exchanged is dependent on the EAP method used. 

Step 5: The registration is completed after slice authentication is completed.  

7.x.3
Evaluation

***
END of 1st CHANGES
***
***
BEGINNING of 2nd CHANGES
***
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END of 2nd CHANGES
***
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